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1. INTRODUCTION

This document is guideline of use and configuration of the ADSL router - AW4062
through the web interface.

For the configuration of the ADSL service provided by your ISP, it is recommended
to follow the instructions in the Installation Guide provided in the router’s Kit. The
present document is a complementary guide which explanations of how to
configure the wireless router’s basic settings through the web interface, but the
following document requires an advanced network knowledge.

It is highly recommended the use of Wizard-ADSL Agent provided in the
CD into the router ’s kit because of its simplicity.




2. BASIC OPERATIONS - ADSL ROUTER - AW4062

2.1. CHANGE PASSWORD-WEB ACCESS

There are two level accesses for the ADSL router AW4062:

o Administrator level (full access)
o User level (restricted access: it is not allowed to access to advanced
network settings)

The first time you access the router, you will be required to enter default user and
password for both levels (it is recommended to change it). Open an internet web
browser and input the router’s default IP address: http://192.168.1.1
You will be asked to enter username and password credentials of the router.
Default settings are:

Administrator level: User=1234; Password=1234

User level: User=user; Password=user

Conectarse a 192.168.1.1 JEd [ ||| Conectarse a 192.168.1.1 I ES

El servidor 192.168.1.1 en requiere un nombre de usuario v
una contraseria,

El servidor 192.168.1.1 en requiere un nombre de usuario v
una contrasefia,

Advertencia; este servidor esta solicitando que su nombre
de usuario ¥ contrasefia se envien de forma no segura
{autenticacion basica sin conexion segura),

Adwvertencia: este servidor esta solicitando que su nombre
de usuario v contrasefia se envien de forma no sequra
{autenticacion basica sin conexidn segura),

Usuaria: I € 1234 j Usuario: IE user j

z Contrasefia: | sene|
Contrasefia: I sene

” ™ Recordar contrasefia
- Recardar contrasefia

’—Inceptar Cancelar | Aceptar I Cancelar

For changing the password in both levels, go to the web menu
Admin>Password and select the level access User Name: 1234 (Administrator
level) or user (User level).

Write current password (O/d Password), new password (New Password), and write it
again (Confirmed Password).When you finish, press Apply Changes:

O TECOM ADSL Router

Password Setup

This page is used to set the account to access the web serv
name and password will disable the protection.

Confirmed Password:
Apply Changes Resst



2.2. WAN -BASIC CONFIGURATIONS:

2.2.1. Dynamic multiPC configuration

MultiPC configuration will allow you to create a network of multiple PCs connected
in your LAN, with Internet access through any of them.

With dynamic addressing (PPPoE), your router will obtain dynamically the IP
address needed to access the Internet, each time it is connected, and as long as
the connection is active.

The advantage of this configuration type is the security, due to the use of NAT
(Network Address Translation): private address in your network PCs won 't be seen
from the outside, as they are translated into a unique public IP valid through the
Internet.

WAN Configuration:

STEP 1.- Access the web menu WAN > Channel Config and complete all the
fields as follows:

VPI/VCI: in environments without Imagenio, it is 8/32

Encapsulation: LLC

Channel Mode: PPPoE

Enable NAPT: selected (NAT rules enabled)

Enable QoS: selected (it will be applied the rules of Quality of Service)
Admin Status: Enable

PPP Settings:
User Name: specify the username for this connection. Default setting
is adslppp@telefonicanetpa
Password: default setting is ads/ppp
Type: Continuous (Always on)
Idle Time (min): empty

WAN IP Settings:
Default Route: Enable



ADSL Router

This page is used to configure the parameters for the channel operation modes of your ADSL Modem/Router.

VPI: [B ver: |32 Encapsulation: & LLC ' VC-Mux Channel Mode:] PPPOE |
Enahle NAPT: ¥ Admin Status: & Enable " Disable
Enahle IGMP: [~ Enahle Qo5: ¥

PPP Seitings: User Name: Iadslppp@telefonice Password: I--..--.
Type: ICDntinuuus vl Idle Time (min): I

WANIP Settings: Type: % Fixed I[P ¢ DHCP

Local IP Address: I Remote IP Address: I
Subnet Mask: | Unnumbered [~

Default Route: ™ Disahle & Enahle

Mo dlify |

Current ATM VC Tahle:

& ppp0_vcO PPPoE 8 32 LLC On Off On adslppp@ielef

onicaneipa

When you finish, press Add.

STEP 2.- Access the web menu WAN ATM Settings and specify the
corresponding Quality of Service parameters (QoS) for the PVC:

ADSL Router
ATM Settings

This page is used to configure the parameters for the AT of your ADBL Router. Here you
may chatge the setting for VPI VCI, Qo3 ete .

VPL: |5 ver: |32 Qos:|UBR x|

pcr:[5000 | covr:[o SCR: | MBS:
Apply Changes | Undo |

Current ATM VC Table:

UBR 6000 0

In environments without Imagenio, QoS parameters=UBR, PCR=6000.



LAN Configuration:

You should configure your LAN settings with default IP 192.168.1.1, so your router
assigns IP pool within this range.

STEP 1.- Access the web menu LAN to configure your local area network settings:

ADSL Router

L AN Interface Setup

This page is used to configure the LAN interface of your ADSL Router. Here you thay change
the setting for [P addresses, subnet mask, ete.

Interface Name: hrl)

IGMP Snooping: " Disabled ' Enahled

Ethernet to Wireless
Blocking:

Apply Changes
¥ Enahled

IP Address: |192.1 68.1.1
Subnet Mask: |255 2552560

Add | Madify |

% Digabled 7 Enahbled

LAN Dnterfaces Table:

Belect | State ([ PAddess || SubnetMask
g Enshle 192.168.11 2552552550
s Enzble 192.168249.1 255255255252

Delete Selectad |

STEP 2.- Access the web menu Services - DHCP Settings to setup your router
as DHCP Server and act as IP address Server within the IP address pool which you
specify below:

ADSL Router

DHCP Settings

This page be used to configure DHCP Server and DHCP Relay.

DHCP Mode: " None  DHCP Relay ¢ DHCP Server

DHCP Server

Enahble the DHCP Server if you are using this device as a DHCP server. This page lists the [P
address pools available to hosts on your LAN. The dewvice distributes numbers in the poolto
hosts on your network as they request Internet access.

LANIP Address: 192.168.1.1 Subnet Mask: 2552552550

|192.168.1.33 -

|192.188.1.254 Show Client |

Subnet Mask: |255.255.255.D

Max Lease Time: |854DU ds (-1 indi an infinite lease)

Domain Name: |d0main.name

Gateway Address: |192.188.1.1

IP Pool Range:




2.2.2, Static multiPC configuration

Whit this type of configuration your router will be assigned (by your ISP) a unique
and static IP address as Gateway (static) to have access to the Internet, through a
RFC1483 channel.

Currently it is also possible that your ISP provides you static IP address (always the
same) through an IP DSLAM, so you will have to configure the channel in PPPoOE
mode. The BRAS (Broadband Remote Access Server) will provide you, when the
authentication process has finished, a static IP address to your PC.

WAN Configuration:

STEP 1.- Access the web menu WAN > Channel Config and complete all the
fields as follows:

VPI/VCI: in environments without Imagenio, it is 8/32

Encapsulation: LLC

Channel Mode: 1483 Routed

Enable NAPT: selected (NAT rules enabled)

Admin Status: Enable

Enable QoS: selected (QoS rules enabled)

WAN IP Settings:
Type: Fixed IP
Local IP Address: static IP address provided by your ISP
Remote IP Address: static IP address-Gateway provided by your ISP
Subset Mask: subset mask provided by your ISP
Default Route: Enable

WAN Configuration

This page is used to configure the parameters for the channel operation modes of your ADSL ModemFouter.

vm:lﬂ VCI: 32 Encapsulation: @ LLC " VC-Mux Channel Mode:| 1483 Routed 'I
Enable NAPT: 7/ Admin Status: @ Ensble " Disable
Enable IGMP: [~ Euahle QoS: ¥

PPP Settings: User Name: I Password:

Type: I Continuous | Idle Time (min):
WANIP Settings: Type: % Fixed IP { DHCP
Local IP Address: IBD_33 1.1 Remote TP Address: |30.33.1.1
SubmetMask: | Unnumbered [~
Default Route:  Disable 1 Enabile

Madliy |

Current ATM VI Table:

o

vl 483 8 32 LLC On OF onso3zlil 593 on




STEP 2.- Access the web menu WAN ATM Settings and specify the Quality of
Service parameters (QoS) for the PVC:

ADSL Router

ATM Settings

This page iz used to configure the parameters for the ATR of your ADEL FEouter. Here you
may change the setting for WPI, VCI, Qo ete ..

VI |5 ver: |32 Qos:|UBR 7]

per: 000 cpvr:[o SCR: | MBS:
Apply Changes | Unda |

Current ATM VC Table:

In environments without Imagenio, QoS parameters=UBR, PCR=6000.

LAN Configuration:

In this type of configuration (static MultiPC) your router will act as DHCP server
within default range 192.168.1.33-192.168.1.254

STEP 1.- Access the web menu LAN to configure your local area network settings:

ADSL Router

LAN Interface Setup

This page is used to configure the LAN interface of your ADSL Router. Here you may change
the setting for P addresses, subnet mask, st

Inierface Name: hr0
IGMP Snooping: " Disabled @ Enabled
g‘l';im]. i Wircless @ Disabled € Enabiled
Apply Changes
¥ Enabled
IP Address: 192.166.1.1
Subnet Mask: 256.255.255.0
Add | Modify
LAN Interfaces Table:
Sefect||State [ TPAddess [ Subnetbask
& Enable 192.1681.1 2552552550
(s Enable 192.168.249.1 255255255252

Delete Selected




STEP 2.- Access the web menu Services - DHCP Settings to setup your router
as DHCP Server and act as IP address Server within the IP address pool which you
specify below:

ADSL Router

DHCP Settings

This page be used to configure DHCP Server and DHCP Relay.

DHCP Mode: ¢ None ¢ DHCP Relay @ DHCP Server

DHCP Server

Enable the DHCP Server if you are using this device as a DHCP server. This page lists the [P
address pools available to hosts on your LAN. The device distributes mambers in the poolto
hosts on your network as they request Internet access

LANIP Address: 192.162.1.1 Subnet Mask: 2552552550

192.168.1.33 -
IF Posl Range: [azieaizsa | | ShowCiient
Subnei Mask: 265.265.266.0
Max Lease Tine: IW seconds (-1 indicates an infinite lease)

Domain Name: |dnmﬁin narme

Gateway Address: 19216811

2.2.3 Dynamic singlePC configuration

With the SinglePC configuration your PC will be directly connected to the Internet,
as it is not applied the NAT rules. With this type of configuration, your PC will be
the only machine in the network. It is highly recommended to make use of any
network protection in your PC as: firewall, antivirus software, etc.

Due to the router will be setup as Bridge mode, in order to manage the
connections with the Internet you must have installed a PPPoE client in your PC.
You can follow below steps, for instance, for Windows Vista PPPoE default client (for
the rest of OS the screenshots may be different):

1.- Go to network connection manager-> setup network connection
2.- Connect to Internet
3.- Create a new connection:

10



# Conectarze a Internet

[Telefonica Movis
HDAUDIO Soft Data Fax Modem with SmartCP

4.- Select broadband PPPoE:

# Conectarse a Internet

11



5. Specify the information of username and password provided for your ISP for
PPPoE connection, and press Connect:

adslppp@telefonicanetpa
adslppp

(|

Caonexion de banda anl:ha—PF‘PuEl

® Conectarse a Internet

12



[® Lonectarze a Internet — ==

@ l!_,’-_:_Fl Conectarse a Internet

Esta conectado e Intemnet.

=» Explorar Internet ahora

Para conectarse a Internet de nuevo, haga clic en el botan Inicio, haga clic en Conectarse ay
luego haga clic en la conexian que acaba de crear.

6.- Once you have created the PPPoE connection, the next time you want to
connect you only have to select the connection you have created from the list of
“Connect to a network”:

OhicClal =& o Ulia 1ed N ] s

) @ Conectarse a una red

Seleccionar una red a la que conectarse

Mostrar IT-;:n:I-;:u j +4 |

I_-_? Conexaon de banda an... Conexion PPPoE

: : : i
L' IMovistar Conexian e acceso telefanico i
=) ;
Kt Tetconica Mo - - &
Telefamica Movistar Caonexion de acceso telefanico
-
- - ll

Diagnosticar la causa de que Windows no pueda encantrar otras redes.
Configurar una conexion o red
Abrir Centro de redes v recursas compartidaos

Conectar I Cancelar

13



7.- Introduce username and password provided by your ISP for PPPOE connection,
and press Connect:

onectarse a Conexion de banda ancha-PPPoE

Mombre de Iadslppp@telefonicanetpa
usuarnio:

Contrasefia; I"‘"‘""‘“"‘

[™ Guardar este nombre de usuario v contrazefia para los
ziguientes Lzuarnios;

@F 53 e

) Cualguiera qgue uzeeste equipa

Conectar I Cancelar Fropiedades Ayuda

WAN Configuration:

STEP 1.- Access the web menu WAN - Channel Config and specify all the fields
as below:

VPI/VCI: in environments without Imagenio, it is 8/32
Encapsulation: LLC

Channel Mode: 1483 Bridged

Enable QoS: selected

Admin Status: Enable

14



ADSL Router

WAN Configuration

This page is used to configure the parameters for the channel operation modes of your ADSL Modem/Router.

VPL: |8 VCI: [32 Encapsulation: ® LLC 7 VC-Mux Channel Mode:| 1493 Bridged 'I
Enable NAPT: [T fdmin Status: & Enable Disable
Enable IGMP: [~ Enable Qo§: ¥

PPP Settings: User Name: Password:
Type: Continuous ~| Idle Time (min):

WANIP Settings: Type: & Fixed IP © DHCP
Local [P Address: Remote IP Address:
Subnet Mask: Unnumbered ™

Default Route: @ Disable € Enable
Add | Modify
Current ATM VC Table:
& w0 brl483 8 32 LLC On E“f“ Fain}

STEP 2.- Access the web menu WAN ATM Settings and specify the Quality of
Service parameters (QoS) for the PVC:

ADSIL Router
ATM Settings

This page is used to configure the parameters for the AT of your ADSL Router. Here you
may change the setting for VPI, VCI, Qo3 etc

ver: o Ve [32 Qos:[UBR. 7]
e T even sen s
Apply Changes | Unda |

Current ATM VC Table:

In environments without Imagenio, QoS parameters=UBR, PCR=6000.



LAN Configuration:

STEP 1.- Access the web menu LAN to configure your local area network settings:

ADSL Router

L AN Interface Setup

This page is used to configure the LAMN interface of your ADEL Router. Here wou may change
the setting for IP addresses, subnet maslk, etc.

Tterface Name: br0
IGMP Snooping:  Disatled @ Enabled
g‘i‘_}i"kz‘g‘;“ Wireless  Disabled ¢ Enabled
¥ Enabled

IP Address: EACE

Subnei Mask: 255,265 2556.0
Add | Modity |

LAN Interfaces Table:

Sefect | State [ TPAddess || SubnetMask
o Enahle 192.168.1.1 2552552550
(a Enahle 192.168.249.1 255255255252

Celete Selected |

STEP 2.- Access the web menu Services - DHCP Settings to setup your router
as DHCP Server and act as IP address Server within the IP address pool which you

specify below:

ADSL Router

DHCP Settings

Thiz page be used to configure DHCP Server and DHCF Felay.

DHCP Mode: " None  DHCP Relay % DHCP Server

DHCP Server

Enable the DHCE Server if vou are using this device as a DHCF server. This page lists the IP
address pools available to hosts on wour LAN. The device disttibutes mumbers in the poolto
hosts on yvour netwotk as they request Internet access,

LANIP Address: 192.163.1.1 Subnet Mask: 2552552550

IP Pool 192.168.1.33 -
oo Ra.llge:

|192.1EE.1.254 Show Client |
Subnet Mask: 255.255.285.0

Max Lease Time: |BE4DD seconds (-1 indicates an infinite lease)
Domain Name: Idomain.name

Gateway Address: |192.1EB.1.1

16



2.2.4 Static singlePC configuration

With this type of configuration, your PC will be the only machine in the network
(singlePC) through the only IP address to access the internet (static) provided by
your ISP. It is highly recommended to make use of any network protection in your
PC as: firewall, antivirus software, etc.

Currently it is also possible that your ISP provides you static IP address (always the
same) through an IP DSLAM, so you will have to configure the channel in PPPoE
mode. The BRAS (Broadband Remote Access Server) will provide you, when the
authentication process has finished, a static IP address to your PC.

WAN Configuration:

STEP 1.- Access the web menu WAN - Channel Config and specify all the fields
as below:

VPI/VCI: in environments without Imagenio, it is 8/32
Encapsulation: LLC
Channel Mode: 1483 Routed
Enable NAPT: NOT selected (NAT disabled)
Admin Status: Enable
Enable QoS: selected
WAN IP Settings:
Type: Fixed IP
Local IP Address: static IP address provided by your ISP
Remote IP Address: static IP address-Gateway provided by your ISP
Subset Mask: sunet mask provided by your ISP
Default Route: Enable

ADSL Router

WAN Configuration

This page is used to configure the parameters for the channel operation modes of your ADSL Modem/Router.

VPL |B VeI |32 Encapsulation: & LLC € ¥CMux Chanmel Mode:| 1463 Foutsd |3
Enahle NAPT: [ Admin Status: & Enable € Disabile
Enahle IGMP: [/ Enable QoS: ¥/

PPP Settings: User Name: Password:

Type: Continunus ~| Idle Time (min):
WAN IP Settings: Type: & Fied IP  DHCP

Local IP Address: [1.1.1.2 Remote IP Address: |1.1.1.1
Subnet Mask: Unnumbered [~

Default Route:  Disable & Enable
Madlify
Current ATM VC Table:
[&! D 11483 8 32 LLC OFf OF On 1112 1111 On E‘“]'el )

17



STEP 2.- Access the web menu WAN ATM Settings and specify the Quality of
Service parameters (QoS) for the PVC:

¥ TECOM ADSL Router

ATM Settings

This page is used to configure the parameters for the ATM of your ADSL Router. Here you
may change the setting for VPL YOI Qo eto ..

VL 8 ver: 32 Qos:[UBR 7]

PCR: |EUUEI CDVT: |El SCR: | MBS:
Apply Changes | Undo |

Current AT VC Tahle:

In environments without Imagenio, QoS parameters=UBR, PCR=6000.

LAN Configuration:

STEP 1.- Access the web menu Services - DHCP Settings to setup your router
as DHCP Server and act as Server of the range of the only one IP address available:
In order to know the IP address to be configured as Gateway, you must do the
following logic binary operation from the public IP address and subnet mask
provided by your ISP in the welcome letter: (public IP address) AND (subnet
mask)) OR 1.

1.1 Setup start IP pool address=end IP pool address into IP Pool Range as
the public IP address provided in your welcome letter
1.2 Setup as Gateway the IP address you have previously calculated

ADSL Router

DHCP Settings

This page be used to configure DHCP Server and DHCP Relay.

DHCP Mode: " None ¢ DHCF Relay  DHCP Server

DHCP Server
Enable the DHCP Setrver if wou are using this device as a DHCF server. This page lists the IP
address pools available to hosts on your LAN. The device distributes numbers in the poolto

hosts on youy setmnls ao thar vagiest Intetnet access
LANTP Addr  [g0 3311 et Mask: 2552552550
|dl.d4.1 1 =
IF Pool Range:
80.33.1.11 Show Client
Subnet Mask: 255.265.255.0
Max Lease Time: ge400 seconds (-1 indicates an infinite lease)
Domain Name: IdDmain name

Gateway Address: 80.33.11

18



STEP 2.- Access the web menu LAN to setup your local area network with the
static IP address provided by your ISP:

ADSL Router

L AN Interface Setup

This page is used to configure the LAN interface of your ADSL Fouter. Here wou may change
the setting for [P addresses, subnet mask, etc..

Interface Name: (331}

IGMP Snooping: " Disabled ¥ Enabled

g'll:;“ks;‘:’“ Wireless & Disabled " Enabled
Apply Changes |

¥ Enahled

IP Address: IBU.33.1.1

Subnet Mask: |255.255.255.U

Add | Modify |

After you Apply Changes in LAN with a different IP address than default
(192.168.1.1), you will lose the web management into the router through old IP
192.168.1.1, so you need to renew the IP assignment in your LAN. You can open a
MSDOS Windows and type: ipconfig /release and after that ipconfig /renew.
You can also reboot the router and the PC. With these actions you will force the
renewal of the IP address in your PC, according to the new LAN settings.

2.3. WIRELESS CONFIGURATION

2.3.1. Enable/Disable wireless interface

If you want to enable/disable the wireless interface by means of the web manager,
you can access to Wireless - Basic Settings:

o Enable: unselect the option Disable Wireless LAN Interface to enable the
wireless interface in the router, and press Apply Changes. After some
seconds, the frontal WLAN LED will be ON in green colour, which indicates
that the wireless interface has been enabled successfully.

o Disable: select the option Disable Wireless LAN Interface to disable the
wireless interface, and press Apply Changes. After some seconds, the frontal
WLAN LED will be OFF, which indicates that the wireless interface has been
disabled successfully.

19



ADSL Router

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may connect to
wout Access Point. Here you may change wireless encryption settings as well as wireless

network parameters.

Band: 2.4 GHz (B+G) x
Mode: IAP 'l

SSID: [ireLAN_cdbb

Channel Mumber: IAutD 'l
Radio Power (uW): |60 m =

Associated Clients: Show Active Clients

Apply Changes

2.3.2. Change SSID and radio channel

As default, the wireless network identifier (SSID) will be setup as WLAN_XXXX,
where XXXX are the last 4 characters in your router's MAC address.

As a first step to achieve wireless security into your network, it is recommended to
change default SSID in the web section Wireless > Basic Settings - SSID

Furthermore, as default the radio channel is setup as automatic (Auto), in order to
assign the less used channel. If you want to change the radio channel, select the
channel in Channel Number box (1-13) and press Apply Changes:

ADSL Router

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may connect to
wout Aecess Point. Here youmay change wireless encryption settings as well as wireless
network parameters.

" Disable Wireless LAN Interface

Band: 2.4 GHz (B+G) =
Mode: IAP vl
S5ID: |mi casa

Channel Number: Auto l

Radio Power (mW): f“m ]

Associated Clienis: 3 Active Clients |
4
Apply Changes S

oo 1

o

"
12
13

20



2.3.3. Show/Hide SSID

As default settings, the router will broadcast your wireless name identifier (SSID) to
everyone, so any other user can see the router’s network.

As a second step to achieve wireless security, it is recommended to avoid the
broadcast of your SSID into the web menu Wireless> Advanced Settings->
Broadcast SSID, and select Disable. Next, press Apply Changes:

ADSL Router

Wireless Advanced Settings

These settings are only for more technically advanced users who have a sufficient knowledge
about wireless LAN. These settings should not be changed unless you know what effect the
changes will have on your Access Point.

Authentication Type: " OpenSystem  © Shared Key % Auto
Fragment Threshold: 2346 (256-2348)

RTS Threshold: |234? (0-2347)
Beacon Interval: |1 oo (20-1024 ms)
Data Rate: IAutD 'l

Preamble Type: @ ' Short Preamble

" Enabled ¥ Disahled

ong Preamble

Relay Blocking: abled ™ Disahled
Protection: " Enabled #* Disahled

WHIM support: " Fnabled * Disabled

| Apply Changes l

2.3.4. Change wireless encryption/key

As default settings, your router will be setup with the following wireless information

regarding the encryption type and key (you can see details in the label on the
bottom of the router):

~ Configuracion de fabrica —
para la red inalambrica:
Identificador (SSID): WLAN 9527 «—
Seguridad: WPA-PSK
Clave: XXX XXXXXX <

If you want to disable the wireless security (open network: not recommended, as
anyone would be able to access your network) or change the encryption type and
wireless key, you can go to Wireless >Security:

21



ADSL Router

Wireless Security Setup

Thiz page allows you setup the wireless secutity. Turn on WEP or WPA by using Encryption Key:
could prevent any unauthotized access to your wireless network.

Encryption:

[ Use 802.1x Authentication
WP A Authentication Mode:

Pre-Shared Key Format:

Pre-Shared Key:

Authentication Server:

[~ wEP

[~ WP A(TKIF)
[T WP A(AES)
[~ WP AZ(TKIF)
[T WP AAES)

SetWEP ey |

" WEP 6dhits ' WEP 12%hits
" Enterprise (RADIUZ) ¥ Personal (Pre-Shared Key)

IPassphrase 'l

Por‘t.l1 812 IP addtessID-D-D-D Pagzword

MNofe: When encrppfion WEF is selectfed, pou must sef WEF key value.

Appaly Changes

The different encryption types supported in the ADSL router-AW4062 are:

O 0O O O O

None:

No encryption (open)

WPA PSK (TKIP, AES, TKIP+AES)
WPA2 PSK (TKIP, AES, TKIP+AES)
WPA2 Mixed PSK (TKIP, AES, TKIP+AES)

To configure your wireless network without encryption (without key) please
uncheck all encryption types in the wireless section Wireless 2>Security.

In this mode, your wireless network will be open (no encryption) and any other

user with wireless connection may enter your network, as all the information in

your system is transmitted without encryption. It is recommended the use of
some of the encryption types described below.

WEP (Wired Equivalent Privacy):

In the menu Wireless »Security, select Encryption=WEP, and press Set WEP

Key:

22



ADSL Router

Wireless Security Setup

This page allows you setup the wireless secusity. Turn on WEF or WPA by using Encryption Key:
could prevent any unauthorized access to your wireless network.
Encryption: [~ wep

[ WP ACTKIR)

[ WP ACAES)

[ WEANTKIF)

[ WP A2(AES)

Set'WEP Key:
[” Use 802.1x Authentication " WEP 64bits ¢ WEP 128bits

WPA Authentication Mode: © Enterprise (RADIUS) @ Personal (Pre-Shared Key)
Pre-Shared Key Format: Passphrase T
Pre-Shared Key: Immmm

Authentication Server:

Port[1912 1P address |000.0 Password

Note: When encryption WEP is selected, pou must set WEP kay value

Wireless WEP Key Setup Wireless WEP Key Setup

This page allows you setup the WEF kew value. Youcould choose  This page allows you setup the WEF key valug. You could choose -
and select £3CTI or Hex as the format of input value. and select A3CII or Hex as the format of input value.

Eey Lengih: |64—bit 'l Key Lengih: |128—bit 'l

Key Format: (5 characters) L% Eey Format: EASCII (13 character.

13

Default Tx Key: Hex {10 characters) Default Tx Key: H ex (26 chaac‘ters)
Encryption Key 1: I"‘“‘“‘* Encryption Key 1: I*“*‘“‘*‘*‘“‘*‘“‘*
Encryption Key 2: I"‘“‘“‘* Encryption Key 2: I*‘*‘*‘*‘*‘*‘*‘*‘*‘*‘“‘*
Encryption Key 3: I"‘""‘* Encryption Key 3: I*‘*‘*‘*‘*‘*‘*‘*"‘*ﬁ*
Encryption Key 4: I*“"“* Encryption Key 4: I*‘*‘*‘*‘*‘*‘*‘*‘*‘*‘“‘*

Apply Changes | Close | Reset | Apply Changes | Close I Reset |

Choose the length and format for the wireless key: 64-bit (ASCII-5 characters,
Hex-10 characters), or 128-bit (ASCII-13 characters, Hex-20 characters).

Next select the key to be transmitted as default (Default Tx Key), and the
corresponding value in Encryption Key.

When you have finished, press Apply Changes in both menus (Wireless Key
Setup and Wireless Security Setup.

WPA (WiFi Protected Access):

This encryption method uses more complex functions for generating and managing

the encrypted information, so this is more secure and recommended than WEP
method.

Go to web menu Wireless > Wireless Security Setup, and select the WPA

method in some of its variants: WPA PSK (TKIP, AES, TKIP+AES), WPA2 PSK

(TKIP, AES, TKIP+AES), WPA2 Mixed PSK (TKIP, AES, TKIP+AES).
IT ALLOWS CHECKING SEVERAL BOXES AT THE SAME TIME.
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ADSL Router ADSL Router

Wireless Security Setup Wireless Security Setup
This page allows you setup the wirsless secutity. Tutn on WEP or WP by using Encryptior This page allows you setup the wirsless security. Tuen on WEP or WPA by using Encryptiot
could prevent any unauthorized aceess to your wireless netwark could prevent any unsuthesized access o your wireless network.
Encryption: I~ WEP Encryption: ™ wep
[¥ WEACTKIP) [¥ WP ATKIF)
[~ WERACAES) ™ WPACAES)
[~ WPATKIF ¥ WP AZ(TKIR)
I~ WP AIAES) [~ WP AAES)
SetWER Key SetWEP Key
I” Use 802.1x Authentication " WEP éi4bits  WEP 128bits [ Use 802.1x Authentication (" WEP 64bits ¢ WEP 138bits
WPA A ication Mode: © Enterprise (RADIUZ) & Personal (Pre-Shared Key) WPA ication Mode: © Enterprise (RADIUS) @ Personal (Pre-Shared Key)
Pre-Shared Key Format: Passphrase = Pre.-Shared Key Format: Passphrase =
Pre-Shared Key: e Pre-Shared Key: IMM
Port[1912 | IP address |0L0.0.0 FPassword 1812 0.0.0.0
Authentication Server: Authentication Servers lPurt.— IF address Fassword
Note: When encryption WEP is selected, you must st WEF key value. Note: When encrpption WEF is selected, you must sef WEP key value.
Apply Changes | Apphy Changes |

If you have an authentication Server (Radius), in your network, select the option
Enterprise (RADIUS) and setup the IP address and port number of your radius.
On the other hand, select Personal (Pre-Shared Key).

Next, select the format of the key to be transmitted (Passphrase or Hex-64
characters).

The format “Passphrase” allows a set of characters in ASCII with a minimum length
of 8 characters (printable from 32 - 126), except < > ] "

It is not allowed to start or end with blanks, or set two consecutive blanks in the
middle.

When you finish, press Apply Changes.

2.3.5. Wireless MAC filtering

As another step to achieve security into your wireless network, you may want to
restrict the access to a specific set of machines to your network (trusted devices),
and forbid the access to the rest. With this action, you will guarantee that the only
machines to access your network will be the set of devices you trust in.

In this section, you will be able to configure the rules to restrict the wireless traffic
into your network by allowing or denying access to the MAC addresses you specify.

Go to web menu Wireless 2Access Control, and select the rule you want to be
applied:

o Disable (all machines are allowed to access your network)
o Allow Listed (only the listed MAC addresses are allowed to access your
network)
Deny Listed (all machines are allowed to access, except the specific set of MAC

addresses in the list):
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ADSL Router

Wireless Access Control

Ifyou choose \Allowed Listed, only those clients whose witeless MAC addresses are in the
access control st will be able to connect to your Access Point. When 'Deny Listed is
selected, these wireless clients on the list will not be able to connect the Access Point.

Wireless Access Comirol Mode: ﬂ Apply Changes I
ow Lsted 1
Deny Listed
MAC Address: Cex. DOEOBET1050Z)
Al | Eeset

Current Access Control List:

Delete Selecedl | [[BeizzAl|

Once you have entered all the rules and MAC addresses, press Add.

ADSL Router

Wireless Access Control

If you choose 'Allowed Listed!, only those clents whose wireless MAC addresses are in the
access control list will be able to connect to your Access Point. When 'Deny Listed iz
selected, these wireless clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: | Disable 7| Apply Changes |

MAC Address: (ex. ODEDEET1050Z)
Al | Eeset

Current Access Comtrol List:

00:19:15:652a:228 u

Delete Selected | | Delste All |

2.3.6. WPS (Wireless Protected Setup)

Although home Wi-Fi networks have become more and more popular, users still
have trouble with the initial set up of network. This obstacle forces users to use the
open security and increases the risk of eavesdropping. Therefore, the Wi-Fi
Protected Setup (WPS) is designed to ease set up of security-enabled Wi-Fi
networks and subsequently network management.

The largest difference between WPS-enabled devices and legacy devices is that
users do not need the knowledge about SSID, channel and security settings, but
they could still surf in a security-enabled Wi-Fi network.

These are the elements involved into the WPS process:

o Registrar: network entity which provides/revokes the credentials for the
access (router or wireless Access Point)

o Enrolee: client devices which want to be connected through a secure
wireless network (wireless USB adapters, cameras, phones...).
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The process of activation and connection is quite simple:

1. User has a AP or router which supports WPS method, and one or some client
devices want to be connected through a secure network

User powers on all devices
User pushes WPS button in the AP and in client devices

4. All devices are connected in secure mode, without the need of knowing or
introducing the SSID or key

The network name and encryption are transmitted in a secure mode

It can be added easily a new client device, by pushing the corresponding
WPS button

The ADSL router - AW4062 supports both methods Push Button and PIN:

ADSL Router

Wi-Fi Protected Setup

This page allows youto changs the setting for WS (Wi-Fi Protested Setup). Using this
Feature rovld let yous wireless client aulomically syacronize its setting and commect to the
Access Pointin & misute without any hassle

[ Disable WPS

R S-S ETis:  Confignred- (. UnConfigured
Self PIN Number: 12346670
Start PEC
Apply Changes Feset

Begenerate PIN

Push Button Configuration:

WA PSK TKIP beSupSiTIGRoauDg5TEp
Client PIN Number: Start PIN

Push Button method (PCB):

The Push Button method can be started in two ways:

o From the router’s web page (SW method): pushing “"Start PBC”:

ADSL Router

Start PBC successfully!

You have to run Wi-Fi Protected Setup in client within 2 minutes.

ok |

o Or by pushing the physical push button placed in the rear panel in the
router and labelled with the wireless symbol (HW method), at least during
8 seconds
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ANTENA
DC 15V-800mA

_mm_OFF

From this moment on, you must activate the WPS method in the client (for
instance, a wireless USB adapter which supports this option), by pushing also its
corresponding WPS push button, within a time window of 2 minutes as maximum.
If you don't push the WPS client push button within 2 minutes, the window for
association will be closed, and you will have to push the router’s WPS push button

again to start the process.

Frontal WPS Led status in the router during the WPS process:

o Blinking Yellow > WPS activation in process (max. duration: 2 minutes)
o Blinking Red > WPS process failure (whatever the reason is). It keeps red
for 30 seconds and then turns off.

o Steady Green

2> WPS connection established successfully between

Registrar (router) and Enrolee (client). It keeps steady green for 10
seconds and then turns off.

Example of WPS-Push Button with the following elements:

o ADSL router - AW4062 Observa Telecom.
o Wireless adapter Observa Telecom- USB Edimax 11g-7318Ug

ntral

ADSL Router

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may connect to
your Access Point. Here you may change wireless encryrption settings as well as wireless
network parameters.

[T Disable Wireless LAN Interface

Band: 24 GHz (B+G) x
Mode: AP 'l
SSID: IPrueba_WPS_Observa

Channel Number: lm

Radio Power (mW): B0 miW »
Associated Clienis: Show Active Clients

Apply Changes

o Connect the wireless USB adapter in your PC and open the wireless network

manager application.

o Push the router’s WPS push button and the corresponding into the wireless
USB adapter (within 2 minutes as maximum).
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It will show up the following window into the USB adapter manager, which
means that the WPS network profile is being created:

Seleccione la Red Inaldmbrica a la que desee conectarse, Para descubrir nuevas redes pulse el botdn “Actualizar”,

Liztado Redes Inalmbricas

|N0mnredeRed | Conexidn | Canal | | | | Segundadl Sefial | Calidad sefial =

Livebox-0945 Creando perfil WPS

MOULINSART

Observa Telecom
| Progreso == 10%

Observa Telecom
bOTON EEscaneando red a conectar.

Obszerwa Telecom

Cbserva Telecom SSas=sr

prucba T T = =r = | =

Prueba_WPS_Observa Red & g ‘ WRA-PEE 8% [

Telez Red il g WPA-PSK 18% [ -

WLAN_GA Red 3 g WEP 5% W =l
Actualizar Conf Manual Sizuiente =

Seleccione la Red Inaldmbrica a la que desee conectarse, Para descubrir nuevas redes pulse el botdn “Actualizar™,

Listado Redes Inaldmbricas

Mombre de Red | Conexion | Canal I | | | Seguridad | Sefial | Calidad Sefial 1=
Livebox-0945 Do 4 i DD e -
Utilidad Adaptador USB Inalambrico de Telef x|
MOULINSART
Observa Telecom Froceso de configuracion inalambrica finalizado
Obzerva Telecom
Obzerva Telecom
Aceptar
Obzerva Telecom
prueba Red 1 g WEP 0% [
Prueba_WPS_Cbserva Red 6 g £ weapsk 96k W
TeleZ Red (A g WPA-PSK 155 | | b
WLAN_G4 Red 3 g WEP  15% =l
Actualizar Conf Manual Siguiente »

Once the profile is created, the ADSL router —-AW4062 and the USB adapter
will be associated automatically:

Seleccione la Red Inaldmbrica a la que desee conectarse, Para descubrir nuevas redes pulse el botdn “Actualizar®,

Listado Redes Inalambricas

Mombre de Red I Conexion Canal I | | | Seguridad Sefial Calidad Sefial =

Livebox-0945 Dad £l l! [ D Db A% ||
Utilidad Adaptador USB Inalambrico de Telef

Livebox-AB9E
MOLILIMSART Conexidn establecida con éxito.
Cbserva Telecom

Cbserva Telecom

Aceptar
Obzerra Telecom -
Observa Telecom Red 1 g WEP  44x [
prueba Red 1 g WEP  ¢0% [ =
P Prusba_WPS_Observa Red 4 g &Y wea-Psk  100%
Telez Red ih| g WP A-PSK 16% | ] ;I
Actualizar Conf Manual Siguiente =

From this moment on, you will be able to surf in the Internet in secure mode
with your ADSL router - AW4062.
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2.4. OPEN PORTS (Port Forwarding)

With the MultiPC configuration (NAT enabled: translation of public into private
addresses), you may be interested in opening some port of a specific application, in
order to make this application run faster.

Go to the web menu Firewall - Port Forwarding, and complete the information
required below:

ADSL Router

Port Forwarding

Entries it this table allow wou to automatically redivect cotunon netwotk services to a specific
tachine behind the MAT firewall These settings are only necessary if you wish to host some
zott of server like aweb server of mail server on the private local netwotk behind your
Grateway's NAT fivewall

Pori Forwarding: ¢ Disable ¥ Enable Apply Changes |

thcnl:lBDth 'l Cnm.m.ent:l [ Enable

Remote IP Address: I Public Porxt: I - I
Local IP Address: I Local Port: I - I
Iterface: | ppp0 = Add|
Current Port Forwarding Tahle:
192168133 TCP+UDP 23023 Enahle 23023 pppl
Delete Selected | Delete All |
Field Description

Port Forwarding

Check this item to enable the port-forwarding feature.

Protocol

TCP, UDP or both.

Enable

Check this item to enable this entry

Local IP Address

IP address of your local server that will be accessed by
Internet.

Local Port

The destination port number that is made open for this
application on the LAN-side.

Remote IP Address

The source IP address from which the incoming traffic is
allowed. Leave blank for all.

Public Port The destination port number that is made open for this
application on the WAN-side
Interface Select the WAN interface on which the port-forwarding rule is to

be applied.
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2.5. FIRMWARE UPGRADE

If you want to upgrade the firmware version in your router, go to web menu
Admin->Upgrade Firmware, and browse the path where the FW file is located by
pressing Examinar:

ADSL Router

Upgrade Firmware

This page allows you upgrade the ADSL Router fismurare to new version. F
power off the dewice duting the upload because it may crash the system.

Select File: | Examinar... |
Fosa

After Browning the file, press “Upload” to launch the new firmware file upgrade.
After the process is finished, the router will reboot automatically.

IMPORTANT: DO NOT POWER OFF THE ROUTER DURING THIS PROCESS, OR IT
MAY BE LOST SOME CRUCIAL DATA WHICH MAY CAUSE THE SYSTEM CRASH

The process will be finished once you see the frontal LEDs status in green (normal
status).

NOTE:

» During the FW upgrade, all LEDs except Ethernet will be blinking in Green
at the same time (if wireless network was disabled before starting the
process, the WLAN LED won "t blink either)

» After finishing the process, all the LEDs will return to normal status

» If during the process the router finds a recoverable failure (punctual failure:
for instance, if you browse a wrong format file, the system will roll back without
affecting the system functioning), all the LEDs except the Ethernet will be
SOLID GREEN during 15 seconds to show you it happened a failure. After
that time, all the LEDs will go back to normal status

» If during the process the router finds a non-recoverable failure (system
failure which cannot be roll back: for instance, corrupt file or disconnection from
the power during the process), the POWER LED will be SOLID RED. In this
case happens, you must contact your technical service for repair.
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