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1 INTRODUCTION

This document provides some indications about lmwonfigure the VDSL2 router ZyXEL
P870HW-51Av2, supplied as TelefonicdReuter Inalambricousing the web configurator
built-in this device.

To configure the broadband service provided byfdalea, it is recommended to follow the
instructions covered in the User’'s Guide includedthe package. This document is a
complementary element to that user’s guide explgihiow to configure the router using the
VDSL2 router web configurator instead of the coufagion wizard included in the router
package valid for the Windows OS. It is recommentiedise with higher preference this
configuration wizard.

NOTE: Before starting to use the configuration toolsvied
directly by the CPE vendor, the ones which Telefarde
Espafia mentions just for reference purposes, we raosnd
you that Telefonica de Espafia doesn’t provide aing lof
technical support for them.

This configuration process is based in #eress to the routerusing thePC network
adaptor, which will allow using it independently of the eqating system. Refer to the help
information in your operating system to see howhtwe a network adaptor properly
installed.

This document is oriented tadvanced userswith enough knowledge about networks,
routers, operating systems, etc...
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2

FACTORY DEFAULT SETTINGS

The VDSL2 router supplied within the Router Inal&ob package is pre-configured by
factory default settings in a dynamic multiuser modith the DHCP server enabled (this is,
it will assign and IP address to those PCs in titermal network configured to obtain the IP
settings dynamically) and the wireless LAN intedatisabled. To gain the access to the
router, it is necessary to have a network adaptalied on the PC, configured to receive an
IP address automatically from the DHCP server arith \&8 web explorer configured
accordingly with the dynamic multiuser settings.

NOTE: The VDSL2 router must be switched on and erlypconnected to the PC.

If you are using a Windows operating system, yaureder to theethernet Card and TCP/IP
protocol installation guidedocument and the annex 1 of timstallation Guidefor more
detailed information. If you are using a Linux oA operating system, please refer to the
help information in your OS.

In case these initial settings could not be uskfulyour particular case or you find some
problems in the broad band service start-up psycgeu can update or review the
configuration using the router web configuratos. the VDSL2 router will be initiated with

the LAN IP address 192.168.1.1 and network mask2X$255.0, you can check your
connectivity with the router (i.e., using a pingmaoand). Once the IP connectivity was
successfully checked, you just need to acces$itthg/192.168.1.-address from your web

explorer.

NOTE: The screenshots in this document may changeiriction of the web
explorer and the operating system used.
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FACTORY DEFAULT SETTINGS

I'_'.‘iJriE"i':t'c‘i"i"'i'E"éi"' 21681,

El servidor 192,168.1,1 en DAL Rouker requiere un nombre
de usuario v una conkrasenia,

Advertencia; este servidor esta solicitando que su nombre
de usuatio v contrasefia se envien de farma no sequra
{autenticacion basica sin conexion sequral,

Lsuaria: | -

Contrasefia:

Aceptar Zancelar

Figure 2-1: Router access

The factory default values for the CREernameand Passwordparameters ar&234 and
1234respectivelyTelefonica highly recommends to modify the defaulaccess password
to the router. Refer to sectio3.1 .
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FACTORY DEFAULT SETTINGS
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Figure 2-2: Web configurator main page

In next section you will find how to make some lbagperations using the web configurator
embedded in this ADSL router. It will be necesstaryuse the optiondletwork, Security,
Advanced and Maintenance that appear on the left side of the menu to cotepeerations
such as:

- PASSWORD MODIFICATION

- CONFIGURING THE ROUTER

- PORT FORWARDING

. CONFIGURING THE WIRELESS LAN

It is not recommended to make any other differgr@ration from these ones defined above
using the web configuration.

2-3

Versior 1.C






3 BASIC OPERATIONS ON THE ROUTER

3.1 PASSWORD MODIFICATION

This is the first operation recommended to be m&edéect:

Maintenance -> System -> General and you will see next screen:

SWelcome o PGy

@-;j-r - 7& N .. | ..
Ga-_sle‘ 8 - v Buscar <+ L@ ¥ #' SJ = ﬁ Marcadores = IQ Buscar = n& Corrector arkografico = ;
de - = Search Q o ',E PDF

. — — e »
S e |£ Welcome bo P-S70HW-514 Y2 1. | | E‘ﬁ - B =1 E‘,’Pég\na ~ {C Hetranilentas +

ZyXEL

| @i 12

Tradurir = ** é\, + () acceder -

* Maintenance > System > General
= | d Status

V. S1A V3 UserMame/Password

UzerName
Cld Password
New Password

Retype to Confirm

“i\‘ Caution:

Please record your new password whenever you change it. The system will lock you out if you have
forgotten your password.
Diagnostic

Apply Cancel

e,

Liskn & mkermet Eio0w v

Figure 3-1: Password modification menu
Fill in the fields accordingly and keep in mind tkey is sensitive to capital and non-capital
letters:
. Old PasswordThe current password
- New PasswordThe new password
- Retype to confirmRetype the new password

Once filled these boxes, preapply button. If the operation is completed successfiiig,
web explorer will be disconnected and it will becegsary to introduce the new password to
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3.2

3.2.1

BASIC OPERATIONS ON THE ROUTER

gain the access back to the router. In case yagefdhis new password, please refer to the
User’s Guide about how to restore factory defaettirsgs in your router.

CONFIGURING THE ROUTER

If you are going to connect only one PC to yourteguamonouser configuration would be
enough. In that case, it is recommended to instalirewall and an antivirus software
updated and enabled in your PC due to it will eally connected to the internet. On the
other side, if you expected to connect differenticks to your router, you must select the
multiuser configuration. It is recommended to usenaltiuser configuration even though
when you’re going to connect only one PC to therimt, due to the fact that it provides
higher security and makes it possible to enjoyttadl advanced features supported by the
router.

Additionally to themonouser or multiuser configuration, you must also configure the IP
address assignment mode for the VDSL2 router. Thezetwo possibilities about this IP
address assignment configuration for a broad baed |

Static address assignment: a fixed IP address is assi¢methe router for all
connections.

Dynamic address assignment: the IP address assignedaswvats the same, the values
provided are the PPPOE session username and pdsswobe used to get the
connection.

This information appears in the welcome note resebbyy the user at home. They can also be
obtained dialing to the phone number 900502010 fitoenphone line where the broad band
line is installed .

NOTE: In all next explanations it is consideredtthize starting point is the
factory default settings. If it were necessaryapterefer to the CPE User’s Gujde
to check how to restore factory default settings.

MULTIUSER CONFIGURATIONS

In both network address assignmedigmamic(factory default value in the router) asigtic
some configuration options are common. Initiallyjs necessary to configure the router
private network (LAN). SelectNetwork ->LAN to display next screen where you will need
to fill in the according values:
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BASIC OPERATIONS ON THE ROUTER
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Figure 3-2: Private network address options configuration in multiuser mode

If you want, you can change the router IP addré€®(IP->IP AddresandIP Subnet Mask)
and the DHCP server setting3HCP -> Client IP Pool Starting AddressdSize of Client
IP Pool) according with the private network desired values not recommended to modify
any other parameters.

Once introduced previous values, prAgply button and the router will be updated properly.
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BASIC OPERATIONS ON THE ROUTER

The WAN configuration options are the features nemlifor the VDSL?2 interface. Select:
Network -> WAN to display next screen:

elcome to PO /Ul -S1R ¥2 o = Windows Internet Crplorer proporcionade por swindows Uk
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- Wireless LAN Fazsword ssssnns hﬁzzsz:;izrgsswnrd
NAT Service Name

Security [] Retry when the authentication fails
Advanced Retry Interval
B Maintenance . IP Addrase

@ Obtain an IP Address Lutomatically
O Static 1P Address

1P Address:

Connection

@ Wailed-Up Connection
O Connect on Demand

m »

Figure 3-3: WAN options configuration in multiuser dynamic mode

MULTIUSER DYNAMIC (FACTORY DEFAULT OPTION)

You must change the PPPoE session username arndopasgith the proper values for your
broad band line in the previous screen. In thiarigyou can also see the rest of parameters
already configured with the right values. It isogeunended not to modify them.

Once completed these fields, prégply button and the router will be updated as expected.

In the multiuser configurations, the NAT featureginbe enabled. Verify in this screen that
the NAT option is selected. If not, select thetive NAToption and pres&pply.
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BASIC OPERATIONS ON THE ROUTER

MULTIUSER STATIC

Go toNetwork -> WAN -> Internet Connection to diplay next screen where it is shown a
configuration example for this case. In tlmternet Connection-Generahenu, select the
option Mode:ENT ENCAP, and select th8tatic IP Addressption in the IP Address field.
You must change the public IP address for the bbzewdi line. Use as Gateway IP Address:
192.168.1.1. In the figure you can also see theofgsarameters already configured with the
proper values. It is recommended not to modify them
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m

B Network Name [nrernET
- WAN Mode ENET ENCAP |»
-LAN
IP Address
- Wireless LAN
NAT O obtain an IP Address Automatically
Security @ static 1P Address
rddr
Attomired TS |:|\ Pl

[ Maintenance Subnet Mask | address

Gateway IF address

MNAT
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DNS Servers

O From 15P
@) static 1P
First DNS Server 20.52.61.250
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Figure 3-4: WAN options configuration in multiuser static mode

Once introduced these values, prapply and the router will be updated as expected.

In the multiuser configurations, the NAT featuresnbe enable. Check it in this screen that
the NAT option is selected\tive NAToption checked)

3.2.2 MONOUSER CONFIGURATIONS

These are not highly recommended settings for rimger due to the advanced features
supported by this device can not be used. In @Bg cthe PC is the device directly connected

3-5

Versior 1.C



BASIC OPERATIONS ON THE ROUTER

to the internet, cause the NAT feature in the noigedisable. It is recommended to adopt
some safety applications to avoid undesired thi@aitstrusions in the PC.

The NAT feature must be disabled, for both statid dynamic monouser environments.To
do that go toNetwork ->WAN ->Internet Connection ->NAdnd disablehe Active NAT

option.
@ v ] hepyj19z.168.1.1/ [ ¥ %] |Google P
Go 3ie‘ R = | Busrar L,_’fﬂ *: #' 5] = ﬂ? Marcadares = @ Buscar = n:} Corrector arkografico = ;;Traducir -l é\':, v () acceder ~
pdf - - Search [l 0 T FOF
a T — — — O Yo o . 2
e | @ Weloame bo P-EFOHW-51A V2 51, | | M- B e - hpagnia v O Herramientas -

> Network > WAN > Internet Connection
o .
[ Status 1P Address;
P

P-870HW 51A V2 Chaneiion
B-Network
- WAN & wailed-Up Connection

)
LAN O Connect on Demand

Max Idle Time :" Mins.
- Wireless LAN E E
NAT NAT

Security

[ Active NAT
Advanced

Maintenance DNS Servers

O From 152
@) static IP

m

First NS Server 5éG.ES.61 250

Second DNS Server |80.58.61.254

Advanced Setup:

Liskn & mkermet o0 v

Figure 3-5: NAT disabled

Once selected this option, prégsply button and the router will be configured as expect

MONOUSER DYNAMIC

In this case, yowill need to install a PPPoE client in the PCIf you are using Windows
OS, you can use the client provided in the packagéhe one supported by the OS in
Windows XP. If you are using a different operatisgstem, please refer to the help
information in your OS to see how to install ané asPPPoE client. If you can not have this
PPPOE client in your operating system, you won’abke to work under this mode.

In the configuration process of the PPPoE cliestalted on the PC you will need to
introduce username and password to establish tireection. Additionally it will be required
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BASIC OPERATIONS ON THE ROUTER

both PC and router to have IP visibility. To dottHaoth devices must be configured in the
same IP private network range. As we take factefaut settings as starting point, then the
router will have the IP address 192.168.1.1 wittwoek mask 255.255.255.0 and the PC
will receive the IP settings through DHCP. If it menecessary, refer to the CREer’s
Guideto see how to restore factory default settingsoryouter.

It is not mandatory, but you can configure the DH&&rver settings with the values refered
in theFigure 3-2: Private network address configuration @tions in multiuser mode

Go to: Network -> WAN - > Internet connection. In the screen displayed, select the option
“Bridge” in theGeneral-Moddield (see figure 3.6).
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Maintenance
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-+ messace (T
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Figure 3-6: WAN options configuration in monouser dynamic mode

Once introduced these values, prégsply button and the router will be configured as
expected.

MONOUSER STATIC

For the monouser static mode, it will be necessargnake some changes in the network
settings. First of all, it will be required to agpsian IP address to the router. To obtain this
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BASIC OPERATIONS ON THE ROUTER

address it is necessary to perform a logical ANBragion between the public IP address and
the network mask (these values appear in the irdfttom received from Telefonica) and add
1. For example, let's suppose your public IP addies<.X.X.135 and the network mask is
255.255.255.192. Go taNetwork -> LAN -> IP to display next screen, in this one you can
see one example showing how to fill in these fiellke rest of parameters must be
configured with the proper values as shown in tharé. It is recommended not to modify
them.
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IGMP Snooping
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Figure 3-7: Network options configuration in monouser static mode

Once completed these previous fields, prapply and the router will be configured as
expected.

The router is configured to make the PC when asfondhe IP address via DHCP, it will
receive the public IP address. At this moment, willlose the IP connectiviy between your
PC and the router and it will not be recoveredhiéd PC can renew the IP address. Refer the
help information in your operating system to chéokv to do it. In this moment you will
recover the connectivity back with the router totatue the configuration process.

Now go to:Network -> WAN - > Internet connection and do the following actions in the
screen displayed:
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BASIC OPERATIONS ON THE ROUTER

- IntheGeneral-Moddield: Select the option “ENET ENCAP”
- InthelP Address fieldSelect the option “Static IP Address”
- IntheNAT field Disable the option “Active NAT”

It is only required a management IP address (shmwthe information received from
Telefonica). In this example, it will be used tf@0A.0.5. (See figure 3.8)
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Figure 3-8: WAN options configuration in monouser static mode

Once completed these previous fields, prapply and the router will be configured as
expected.

3.3 PORT FORWARDING

If your router is configured imultiuser mode, the NAT feature will be enabled. This featur
implies that you could need to forward some partage some applications (online gaming,
videoconference, etc.).
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Go to: Network -> NAT -> Port Forwarding to display next screen:
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Figure 3-9: Port Forwarding-1
By deploying the'Service Name”option you’ll be able to see the most common pé&its
these ones, you'll only need to complete the IPestdto what you want to forward the port.

Inside this option, select th#Jser Define” option and the following screen will be
displayed:
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Figure 3-10: Port Forwarding-2

You can add in this screen the port you could meqgfdr the internal applications. Add as
many ports as you wish. Prespply and the option will be stored in the router. Fdiesa
reasons it is recommended to close all ports nos@) this is, removing them from the above
table.

3.4 CONFIGURING THE WIRELESS LAN

If you want to configure the ADSL router Wireles#&N interface, keep in mind to use
similar settings in the wireless LAN clients todmsociated to the router.

If you need further information about wireless natks, please refer to the “Tutorial sobre
redes WiFi” located in theww.telefonicaonline.com/zonawigiection.

Basically it will be necessary to configure followgi parameters:
- Radio channel to be used by the access point.

- The network identifier (ESSID), it will be the nanfier identifying the wireless lan
network.
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The encryption type. Basically there are two mamncrgption types to provide some
privacy to the communications through the wirelessrface:

- WEP (Wired Equivalent Privacy) for Wi-Fi IEEE 802K and 802.11g
networks.

-  WPA-PSK (Wi-Fi Protected Access / Phase Shift KgyiThis is a new
encryption mechanism supported in IEEE 802.11g odtwand only
working with WLAN clients based on this standardisirecommended to
use it everytime all clients connected to the axpegnt are 802.11g.

Telefénica recommends, for safety reasons, to enabhlways some encryption in the
wireless network. If the network is only based on @.11g clients, it is suggested to use
WPA encryption. But in the case some 802.11b cliewbuld be associated to the router,
then it is recommended to use WEP 128-bits encryain.

NOTE: The VDSL2 router IP address will depend oa tonfiguration modg
(multiuser/monouser , static/dynamic). In this case will take, as reference, the
192.168.1.1.

To access the wireless LAN settings, go etwork -> Wireless LAN -> General:

Versior 1.C
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ZyXEL
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[ Hide Network Name(SSID)
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Security Mode No Security |

Apphy Reset
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Figure 3-11: Wireless LAN options configuration

In the previous screen, a generic case of wirglessork without security is displayed. To
enable any of the security modalities shown befdep|oy the'Security Mode” option in
the field“Security™:
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ZyXEL

> Network > Wireless LAN > General
= | d Status

P-870HW 51A V2 WERIES
E-Network
S M Active wireless LAN
Metwork Name({35I1D)
LAN
[ Hide Network Name(SSID)
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Wireless LAN

Security

Maintenance Security Mode No Security |
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Figure 3-12: Security modalities

WEP ENCRYPTION

In Network -> Wireless LAN -> General option you can define the required parameters
(channel, ESSID, etc) and at this point decideoif ywant to configure the interface without
WEP encryption (figure 3-13) or with the WEP endigp enabled (figure 3-14), by
deploying the'Security Mode” option and selectintiNo Security” or “WEP”.

We strongly recommend you to avoid the No Securitgption.

As a reference, it has been selected the channeE$SID = “zyxelg” and WEP encryption
with 128-bits in hexadecimal mode and encryptioy ka303031333439303030303031.
Keep on mind the ESSID field will differentiate iveten capital and non-capital letters,and
the WEP key lenght must be of 26 hexadecimal digits
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S1A V2 Wireless Setup
M Active wireless LAN

Metwork Name({35I1D)

[ Hide Network Name(SSID)
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Security

Security Mode No Security |

Apphy Reset
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Figure 3-13: Wireless LAN enabled without encryption

Once completed previous fields, prégsply and the router will be configured as expected.
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> Network > Wireless LAN > General

¥ Active Wireless LAN

~ I smus

Metworlk Name(S51D) | zyxelg
P-870HW-S1A V2 [] Hide Network Name(551D)
B-Network Channel Selection 13 |m
| waN BSSID 00:11:22:33:44:58
LAN Security
- Wireless LAN
NAT Security Mode WEP -
WEP Encryption 128-bit |»

Security

Advanced Q aras
Maintenance 64-bit WEP: Enter 5 ASCII characters or 10 hexadecimal characters ("0-3", "A-F") for each Key {1-4).

128-bit WEP: Enter 13 ASCII characters or 26 hexadecimal characters ("0-9", "A-F") for each Key (1-4).
(Select one WEP key as an active key to encrypt wireless data transmission.)

@ ey 1 [2a202031232238202020203021

Okev2 | tnumy
OKey 3 | tnumy
OKey 4 [ ernumy

Apply

Liskn & mkermet o0 v

Figure 3-14: Wireless LAN enabled with WEP encryption

Once completed previous fields, prégsply and the router will be configured as expected.

WPA ENCRYPTION

In Network -> Wireless LAN -> General select the WPA-PSK modality in the “Security
Mode” option (see figure 3.12) and define chanmel BSSID parameters. It is necessary to
disable the WEP encryption (figure 3-14) beforebding WPA encryption.

In the figure 3-15 it appears an example basedhnWPA encryption with channel 13,
ESSID zyxelg and the key "aaaaaaaaaaaaaaaaaadaaddma WPA key must have a
minimum length of 8 characters, although for safeigsons it is recommended to have at
least 20 characters. This key will differentiatéviEen capital and non-capital letters.
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> Network > Wireless LAN > General
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Fa

Wireless Setup
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= Network M Active Wireless LAN
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- Wireless LAN [l Hide Metwork Name(SSID)
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Security
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Figure 3-45: WPA encryption settings

Once introduced previous parameters, prapply and the router will be configured as
expected.

3.5 OTHER OPERATIONS

Within this section, the next operation is included

FIRMWARE UPGRADE

This is acritical operation which can make your router useless,ospmust act carefully
and use appropiate firmware versioliss a must to use OFFIAL FIRMWARE releases

approved by Telefonica for this model. In other cas the guarantee period for this

device will be cancelled.
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Before starting with this firmware upgrade ple&EMIND to disconnect the ADSL line
from your router.

Go to:Maintenance -> Tools -> Firmware (See Figure 3.16)
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> Maintenance > Tools > Firmware

- | dstatus

Firmware Upgrade

To upgrade the internal router firmware, browse to the location of the binary ((BIN) upgrade file and click Upload .
Upgrade files can be downloaded from website. If the upgrade file is compressed (LZIF file), you must first extract the
binary (.BIN] file. In =ome cases, yvou may need to reconfigure.

MOTE: The update proccess takes about 2 minutes to complete, and the DSL Router will reboot.

Current Firmware Version: 1.00{BKA.0)b11_awvc01id_rci1l_0129

File Path: Examinar...

Diagnostic

Upload

e,

Liskn & mkermet o0 v

Figure 3-56: Firmware upgrade

Press théexaminarbutton look for the file containing the firmware in youCRand press
Upload The process will start and you will be informdzbat the process progress till it was
completed.REMIND not to switch off the ADSL router nor disconnettfriom the PC
during the upgrading process.

Wait few minutes for the router reboots. Once theter is initializated again, check the

current settings and if it were necessary, recandigt again. Please don’t forget to connect
back the ADSL line to your router.
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